Agreement for the Establishment and Maintenance of User Security
Measures for the North Carolina Immunization Registry (NCIR)

The Division of Public Health (DPH), Immunization Branch agrees to provide the North
Carolina Immunization Registry (NCIR), a secure, web-based immunization registry, for
the use of immunization providers in North Carolina. Individual users within the
provider agency will access the registry at varying levels, dependent on the nature of the
user’s role in the agency. In the interest of security concerns regarding demographic and
immunization data in the NCIR, the immunization provider agrees to:

1.
2.

3.

4.
5

Authenticate the individual user’s identity;

Authenticate that the individual’s role in the agency requires access to the
registry;

Assure that the access level assigned to the user does not exceed the
individual’s role in the agency, that is, that the access level is not higher than
the user’s “need-to-know”, and that users will only access the registry as
needed in the scope of their work;

Assign unigue user names to appropriate users; and,

Assign unique user passwords to appropriate users.

The provider agrees that each individual user in its agency will sign a statement in
which the individual agrees to the confidentiality/privacy of patient information,
and agrees not to share his/her password with any other individual either inside or
outside of the agency. Providers agree to disable or modify the level of access
when the user’s role changes in the agency, and disable access to the reqistry if
the user leaves the agency.

The immunization provider agrees that its constituent users will adhere to all
policies as stated in NCIR policy documents.

For the DPH, Immunization Branch

BY: Qlenda Anderson Glenda Anderson, Registry Coordinator
Branch Head or Designee’s Signature Print Name Date
For:
(Print) Name of Person Name of Agency
BY:
Signature Name Date

(DO NOT USE A STAMP)



INSTRUCTIONS

PURPOSE:
This document constitutes a legal agreement under which the North Carolina

Immunization Branch may provide state-purchased vaccines to a private provider to
immunize patients.

PREPARATION:
1. Prepare an original and a copy.
2. Print or type the agency name.
3. The agreement shall be available for review by Immunization Branch
personnel.

DISTRIBUTION:
Retain a copy for your records.

DISPOSITION:

Completed (signed and dated) form must be retained until participation in the
state-supplied vaccine program ends and for ten years following the end of the calendar
year in which the agreement is terminated or for ten years following the year any vaccine
recipient was immunized during the final year of the agreement. If a notice of a claim or
lawsuit has been made, this agreement(s) should be retained until after final disposition of
the claim or litigation (including appeals).

Additional forms may be ordered by calling the NCIR Help Desk at 1-877-873-6247.



